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Overview

When collecting data from whanau, it is always important that there is strong
consideration given to data governance. To help assess the data governance
implications for Talkscape, we have applied the principles outlined by the Digital

Maori Iwi Leadership Group — Te Kahui Ranaungai.

This model is made up of eight Pou. The following tables review each of these Pou
(and associated criteria) against Talkscape. Comments are provided to explain
the reason for the assessment.

Pou 1: Data Capacities and Workforce Development

Criteria Assessment Comments
1.1: Supports anti-racist data  Met Talkscape avoids deficit framing by grounding analysis in the
practice authentic voices of whanau. Mdori clients define the context and

interpretation of themes, supporting culturally respectful analysis.

1.2: Supports Mdoridataand  Met Talkscape actively supports capability-building by training Mdori
digital expertise and to conduct the analysis and shape interpretation. This includes
leadership NLP theme refinement and meaning-making from data.

Pou 2: Data Infrastructure

Criteria Assessment Comments

2.1: Data Met Clients have full control over how their data is interpreted and
infrastructure/system reported, including defining themes, training the NLP, and making
works for M&ori [Md&ori must final decisions on presentation and use.

be part of decision-making]

2.2: Data Partially Met While Maori control their own data and insights, the underlying
infrastructure/system is infrastructure is still centrally hosted. Full decentralisation would
distributed or decentralised require local data environments. That said, raw data can be

extracted from the central system and shared locally.

2.3:Data Met Talkscape is built on scalable, adaptable systems and uses NLP
infrastructure/system is that can evolve with changing community priorities and
sustainable and future outcome frameworks. Consideration needs to be given by the
focused client on how to offset any environment impact of Al tools, e.g.

electricity and water use for Al processors.
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Pou 3: Data Collection

Criteria Assessment Comments

3.1: The data that is collected Met Maori review data captured and train the model. This ensures
meets Mdori priorities data collected reflects their information needs and aspirations.
3.2:No more datais Met Talkscape only collects the data needed for the purposes defined
collected thanis necessary by Mdori clients, with no unnecessary data harvesting.

3.3: Data is collected with Met Informed consent is configurable and is implemented robustly.
Free, Prior and Informed People cannot continue without agreeing to the information
consent provided about data collection, use, and privacy. Collective FPIC

protocols across diverse iwi/hapl groups may need
consideration and formalisation.

Pou 4: Data Protection

Criteria Assessment Comments
4.1a: Personal privacy is Met Talkscape applies strong data security protocols (soc2
protected standards), with control over access and use. Risk of re-

identification should continue to be assessed given audio data.
All data is anonymous — with voice modulation available to
protect privacy from being able to identify a person by their voice

4.1b: Collective privacy is Partially Met Consideration needs to be given to how hapu privacy is
protected protected. This might include different tenanted environments for
different hapu. Consideration heeds to be given to a process for

hapu to consent for their data to be shared at a tribal level.

4.2: Data is stored in Not Met Data is currently stored in AWS cloud infrastructure in Sydney.
Aotearoa Once AWS opens their data warehouse in Aotearoa we will begin
a process for data to be stored in Aotearoa.

Pou 5: Data Access, Sharing & Repartition

Criteria Assessment Comments
5.1a: Mdori can readily Met Maori organisations and whéanau using Talkscape can access
access this data data in full, in both visual and audio formats, supporting

transparency and usability.

5.1b: If data are open access, Partially Met Talkscape is not open access by default. However, consent
Mdori have agreed to it protocols around open sharing within and across hapu will need

formalisation, especially for cross hapu sharing of data.
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5.1c: Maori are able to derive  Met Talkscape enhances service design, funding bids, and policy
benefit from this data advocacy for Mdori organisations through powerful, authentic
feedback loops.

5.2: Sharing Partially Met Sharing is fully controlled by Mdori clients. However, protocols for
collective consent across Maori collectives and hapu should be
further formalised.

5.3: Repatriation Met Data collected is provided back to Maori communities for their
use. This includes the raw data, and the processed data. Note
that the data continues to be stored on a central server until the
commercial relationship ends with Talkscape. When a client
chooses to end a commercial relationship with Talkscape all the
data is returned in a CSV format. This includes the raw data
(oudio and written), and the themes the data is coded against.

Pou 6: Data Use and Reuse

Criteria Assessment Comments

6.1: Consent Met Data cannot be used by Talkscape for any way other than what
clients consent to. The client has the option to reuse the data for
their purposes. If this is their intent then this needs to be made
clear in the consent each induvial agrees to

6.2: Asks the right questions  Met Maori clients frame their own questions and control how the data
is used. These are informed by their own informational needs and

priorities.

6.3: Algorithms Partially Met Talkscape uses algorithms in three aspects — converting spoken
voice to text, voice modulation, and the Natural Language
Processing model. The model for voice to text is either WhisperAl
or Papa Reo (Te Huku Media). Papa Reo is an indigenous model
with accountability back to Maori. WhisperAl is not accountable
to Maori. The algorithm for voice modulation is not accountability
to Maori. It is possible to train voices though so they sound like the
local community. Maori are directly responsible for NLP training,
including naming, defining, modifying, or rejecting themes.

Pou 7: Data Quality & Systems Integrity

Criteria Assessment Comments

7.1: Set standards Partially Met While Maori clients define the theme logic and interpretation,
there is no sector-wide standard applied yet across Mdori users.
Work would need to be undertaken to reach a common agreed
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approach for the collection, management, and use of the data
captured via Talkscape

7.2: Monitoring Met Clients review the data regularly, ensure the relevance of the
insights for Mdori, and ensure quality (e.g. reach and depth) data
is obtained. To strengthen this further consideration could be
given to external peer review or monitoring frameworks for Mdori

data use.

7.3: Accountability Partially Met The technical measures in place for data safety are best
practice. Consideration can be given to ensure the processes for
data sharing are culturally safe.

Pou 8: Data Classification

Criteria Assessment Comments

8.1: Classifying Maori data Met Mdori determine what constitutes a theme, how it is described,
and how content is grouped — placing classification control
squarely with them.

8.2: Metadata Partially Met Meta data collected (e.g. hapu, time of collection, demographic
data, analysts meta data) is made available to the clientin a raw
data dump. Some of it is also available in the results platform (e.g.
view by time period, look at data by sub group). Consideration
can be given to how best structure this metadata, e.g. separate

tenanted environments for each hapu.
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Final Summary Table

Pou Fully Met Partially Met Not Met
1. Capabilities & Workforce 2 0 0
2. Infrastructure 2 1 0
3. Collection 3 0 0

4. Protection 1 1 1

5. Access & Repatriation 3 2 0
6. UseandReuse 2 1 0
7. Quality and Integrity 1 2 0
8. Classification 1 1 0
Total 15 8 1
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